From

| nternet, strateqgic and practical quide for the
entrepri se-

Jean Haguet

©OReprinted with the authorization of Masson
publ i shi ng

' © Internet, guide stratégique et pratique pour I'entreprise, Paris, June 1996, 352 pp



Chapter 15

Transacti ons

The Internet represents a challenge for both comercial online
transactions and security. To date, the Net is principally used
as a support for pronotion and advertising: once consunmers are

hooked, they order the goods via the wusual channels. Most
comrercial servers still follow this approach; nevertheless, the
real interest in wusing the Internet is to allow to carry out
online transactions from one point to another, not abl vy,

i nstant aneously and automatically.
This constitutes a triple challenge:

- 0f I nt ernet is not secure, how to guarantee the
confidentiality of the transactions?

- How can consuners and Merchants authenticate each other?

- How can the managenent of a conpany integrate these new
forms of transactions?

The nunmber and diversity of systems already existing to
solve these problenms is surprising. Three mnpdels arise: the
el ectronic currency (or Ecash) that is transmtted from one hard
disk to another via the Internet wunder the form of encrypted
uni que codes; the second model relies on a direct |ink between
the consumer and the nerchant; and the third one tries to avoid
sending sensitive data over the network through the use of an
i ntermedi ary.

All npdels are faced with characteristic constraints that affect

open networks such as Internet. First these constraints wll be
identified. Then, the various paynent systens inplenmented to
date will be described and classified.

15.1. ELECTRONI C COVMMERCE ON OPEN NETWORKS

Five basic constraints can be identified: blending the new and
the old, integrating the transactions within the banking system
ensuring the internmediation, encrypting and authenticating, and
managing the online transactions. These restrictions wll be
exam ned one by one.

15.1.1. Blending the new and the old

The Internet wll undoubtedly provoke a revolution in the
comercial praxis -at least in the long term However, this
revolution will evolve slower than has been proclaimed by sone
publi cati ons. Furt her nor e, commrer ce conf or s to const ant

paraneters. Therefore, the first characteristic of a transaction
on the Internet is a blending of new and old, and it 1is
necessary to decide on where to establish the boundary:
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- Wi ch procedures resenble the real world ones, and how can
this be reflected ?

- Which procedures are actually new, and how can these be
managed ?

The Internet creates a new risk: online transactions my not
| eave any trace if performed as an electronic-only operation.
Unscrupul ous busi ness people could be tenpted to avoid taxation
or the regulations pertaining to their |legal status, customs and
adm nistrative «controls. They <could also try to perpetrate
frauds, wusing fake identities and addresses, or even stolen
i nstrunents of paynment (nanely, bank card nunbers).

Therefore, applying the wusual government controls to network
transactions is desirable, as trust is the essential condition
for the developnent of Internet-based comerce. Merchants and
consuners wll not participate in this new market, if they do
not feel protected against fraud. Therefore, a paynent system
has to include sonme checking devices to allow for control: for
exanmpl e, stubs with tine and date as a proof of transaction; or
a system to authenticate the transaction participants. The

existing control structures will face a new challenge that cones
from the Internet. Unprecedented neans will be necessary to cope
with it.

For these reasons, contr ol mechani snms  should not beconme an
obstacle to the developnment of electronic commerce through
| nt er net. From now on, the <current regulations should show
enough flexibility to accept these transactions. On the other
hand, trying to regulate wherever a possible breach could show
up would be wong. It is recommended to first observe the
devel opment of this sector, before nipping it in the bud. This
is the position adopted by the Anerican authorities. The US
Congress has already summned a nunber of expert hearings to
identify possible flaws of Internet, so as to be prepared for a
rapid intervention. Wile awaiting possible new regulations, the
current ones could satisfy present needs.

Furt her nore, | nt er net relies on t he current di stribution
channels for sending "physical" goods. Nobody has found how wi ne
or cars nmay be sent through the "pipes" of the Network:

resorting to a retailer or a concessioner is still necessary,
even if they are several thousands of mles away. Goods are then
delivered through traditional channels. Internet is only used
for comrunication and paynment. In return, Internet consists of a

distribution network for digital goods (information, software,
books, videos, services, technical papers, etc.). Therefore, the
di stribution channels will follow old or new patterns, depending
on the type of goods being transferred.

For the sake of security, everything can be safely transmtted
onl i ne, except sensitive data (e.g., bank card nunbers).
Traditional comrunication neans (telephone, fax, and mail) could
be envisaged for these. Some Anmerican conpanies even ask
consunmers who wish to use E-nmmil to send two separate nessages:
one containing the credit card nunmber, and the other indicating
the expiration date. This attenpts to elude ‘sniffing ' progranms
so that the information cannot be intercepted. Even if one
nmessage out of the two is captured, the information is not

“Sniffing' is defined as the interception of data circulating through Internet. The hacker sets a program that
systematically identifies and traps certain types of data.
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conplete and, therefore, not exploitable. For the conmpany, this
obviously inplies a dedicated E-nmnil managenent system for
rebuilding the fragmented informtion.

Sensitive dat a is usual |y encrypted to process online
transactions from point to point. Asymmetric cryptography,
t hanks to electronic si gnat ures, can al so be used to
aut henticate the transaction partners and ensure the integrity
and acceptability of nmessages. These technigues — or at | east
their intensive application — represent an innovation in the
comerci al worl d.

Last but not Ileast, a transaction entails a paynent. Many
i nternmedi ari es of fering specific services (transaction
certification, clearing, nutual authentication of consunmer and
mer chant , provi sion of account st at enent s, EDI i ntegration,

etc...) have appeared on the Internet environnent, but for the
paynent itself the Net has to rely on the banking system
15.1.2. Integrating transactions within the banking system

Contrary to what nmy appear, the Internet does not represent a
threat but rather an opportunity for banks and other financial

institutions. In the first place, there 1is practically no
advocate of Internet online transactions who wuld contenplate
developing a system parallel to that of the banks. Even
Di gi cash, the |eader of Ecash, has no intention of enmitting
noney by itself, but rather sell a licence of its system to
banks.

This is due to a preemnent requirenent: confidence. These
transactions should inspire confidence anbng consuners and

merchants in order to develop a transaction system on Internet.
These consuners and nerchants are unlikely to trust new parties

with an unknown origin who will ask them to disclose their bank
card nunbers or other sensitive information. However, i f
consumers and conpani es know that wel | - est abli shed banks
guarantee the validity of a paynent system they wll be nore
inclined to sell and buy using Internet. Furthernore, there is a
geographical criterion: the better known a bank (e.g., locally
i mpl anted), the greater the confidence. There is a limt of

acceptance to virtual environnents.

On the other hand, creating new structures would be too
expensive. Relying on the local banking system is nore sinple
and easier for wvirtual nmalls. Mreover, banks can bring their
own consuners and contribute to an increase in the nunber of
potential consunmers. Additionally, I|egal aspects and regul ations

can also be a notivation. Banks know how to deal with
adm nistrative and litigious problemns, and with commerci al
ventures (coverage, i nsur ance, etc.). Furt her nore, they can

cover the financial risk associated with the use of bank cards
(fraud, stealing) that m ght be greater today when using
Internet rather than telephone as far as transmitting the card
identification nunmber is concerned. However, the perception of
this risk is greater than its reality: Internet has still to
attract a large nunber of users.

Finally, a nunber of online transactions rely on the use of bank
and credit cards, thus inplicitly on the banking system This is
true for systens based on the transmi ssion of bank card nunbers,
but also for those using virtual wallets. In these cases, there
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is no better partner than a bank. Visa, Mast er Car d, and
M crosoft have set up a paynent system for Internet, that
specifically demands the integration into the banking network.

Banks nust try to introduce innovations, and inplenment (at
| east) one paynment system aimed at integrating Internet into
their <clearing schene, or to <contract new alliances with
partners having a (greater expertise on the Internet. To begin
with, the banks should acknow edge the significance of Internet;
they cannot allow thenselves, in the long or short term to
ignore it. The Internet is at least a paradigmatic | aboratory
for the future information society.

15.1.3. Ensuring the internediation

I ntermedi ati on consists in easing the transaction, by placing an
i nstrunment between the custonmer, the nerchant, and the banking
system This is a typical role for this third type of system
ei t her a specialized conpany or a bank can pl ay it.
Nevert hel ess, banks are at best partners in all the already
exi sting systens.

Intermediating conpanies acting on the nmarket are usually
newconers, building alliances with one or nore banks (e.g.,
G obe IDMwith Conpagnie Bancaire). They provide tw nmain types
of itenms: services and technology. Services enconpass an added
val ue of varying anount:

- actors' authentication,

- transaction confirmation,

- record certification,

- operation processing, clearing,

- profits distribution (fees),

- managenent of virtual wallets,

- provision of account statenents, and
filing.

Furthernore, internediating conpanies sonmetines offer ad hoc
software, for consuners and for merchants. The first ones are
al ways free-of-charge, the second ones are generally billed.
These conpanies also propose encrypting prograns enbodied into
progranms and services being offered. The account statenents can
be transmtted to the mer chant s vi a EDI . However , this
technology is of |lesser inportance than the special services
provided by internediating conpanies. A system such as First
Virtual does not rely on any particular technology; it happens
to be just a clever orchestration of all events incorporated in
a transaction. G obe IDMprovides a little bit nore technology —
just enough to be better — for enabling real tinme transactions.
[ See bel ow. ]
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15.1.4. Encrypting and authenticating

Online transactions over the Internet use encrypting and
aut hentication procedures. Encrypting prograns conmonly use RSA
t echnol ogy, sonetinmes conmbined with traditional encryption

net hods. Many people consider cryptography a safe way to
transmt bank card nunbers. However, the best considered paynent
systens (Cybercash, First Virtual, Gobe ID™M refuse to send
sensitive information through the Internet, should they Dbe
encrypted or not. Open Market, Cybercash, and d obe |D™ accept
it for opening an account, but only as an option. After that —

depending on the system — only passwords, identifiers, and other
paynment orders are encrypted. First Virtual does not use
encryption at all.

On the other hand, the Secure Wb Nornms (S-HITP - Secure
Hyper Text Transfer Protocol) and SSL (Secure Sockets Layer), and
t he Net cash system (for buyi ng vouchers) require t he
transm ssion of the bank card nunber sinultaneously to passing a
purchase order. Ecash procedures rely, by definition, on

encryption techniques. The wunique codes representing specific
currency values can be stolen, as may happen with a bank note.
Therefore, they have to be protected (encrypted) while being
transferred.

The nutual authentication of consunmers and nerchants can be
endor sed by el ectronic si gnat ures created by asymmetric
encryption, but using nore classical nmethods to authenticate the
transaction participants is also possible. First Virtual uses E-
mail to ask consumers and nerchants for verification messages
and specific identifiers.

Nevert hel ess, electronic signatures have the advantage of
ensuring the integrity of the encrypted messages bei ng
transmitted. Hackers intercepting nessages cannot alter them
wi thout wvitiating the signatures. Mreover, the sender of a
message cannot nodify the contents of a sent nessage, nor can he
repudiate it (reject his authorship).

Most transaction systenms try to nmake encrypting procedures
transparent to both consuners and nmerchants. It cannot be
expected that the general public and commercial conpanies beconme
skilled on encryption procedures. Gobe ID™ for instance, asks
its consuners to enter the information into the fields of an
interactive questionnaire; then the program does the necessary.

15.1.5. Managing online transactions

Procedures need to be transparent; ideally they should also be
aut omat ed. Anot her essenti al condi ti on is swi ft ness, for

consuners |ike transactions being imediately fulfilled. Online
transactions will lose a great anount of their appeal if they
are not immediately acconplished. An automated paynment system
gives the consumer the inpression of achieving an instantaneous
deal, as in a normal store. This is especially true for digital

products (software) that can be delivered immed ately.

Some paynment systens also include managenent services, so that

Merchants can delegate the functions of recording and filing.
The intermediating conmpanies can provide receipts and account
statenments. They can also directly integrate all transactions

into the merchant's accounting system (using EDI). This is the
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met hod adopted by Gobe ID™ Furthernore, it is possible to
conceive transactions based on deferred paynents, subject to
confirmation. In fact, sone transactions have to be fulfilled
after a certain delay. For exanple, a consunmer that reserves a
plane ticket gives the travel agent a reference of his bank
account, but the agent cannot charge the due amount unless he
can fulfill the desired travel conditions and get the traveler's
approval. In such a case, the paynent system would keep during
this delay a record of the order passed by the consuner and
obtain the necessary confirmations from both, the traveler and
the travel agent. Once all confirmations are available, the
transacti on can be processed.

Based on the five constraints descri bed above, several nopdels of
| nt er net transaction systens have been proposed. In the
followi ng section, several schema have been drawn to identify
the wvarious participants and sumarize each step of the
transaction. These schema can be superinmposed for ease of
conpari son. Thick arrows represent the transmission of an
encrypted bank card nunmber via Internet. However, this often
means just an option, telephone, fax and nmil are possible
alternatives. This will be described in detail for each nodel.

15.2. ECASH - ELECTRONI C CURRENCY

In the real world, there are several paynent neans: cash,
cheques, bank transfers, bank and credit cards, travelers'
cheques, etc. The same will occur within the cyberspace. Anong
the instruments envisaged for wuse on the networks, the nopst
revolutionary one is probably Ecash.

15.2.1. Sinple, cheap, anonynous.

Ecash is as easy to use as cash. It appears as a unique set of
nunbers —validated by a bank — representing a certain anount of
cash. Mbst Ecash systens are based on coins of different value.
Each set of digits identifies a coin and carries a serial number
that nakes it unique. These coins are stored on the custoner's
hard disk, or on a chip card. Serial nunbers are stored in a
dat abase available to all banks.

If a consunmer w shes to purchase, he transfers coins to the
merchant's conputer via Internet. The corresponding data is of
course encrypted, but it is also validated by the electronic
signature of the consumer's bank. The banks are actually the
only agents allowed to issue Ecash to the owners of ordinary
accounts, and it is up to themto adopt or not the use of Ecash.
If they decide to do so, they have to set up a system of issuing
and collecting. This system which relies on a specific
software, can be entirely integrated within their usual scope of
operations. Ecash is just another instrument of paynent.

It is possible to send Ecash to a nerchant or any private user.
This user can then spend this noney or deposit it into his bank
account. However, these coins can only be used once: if a person
transfers Ecash to a second one, the later cannot forward this
Ecash to a third individual wthout the intervention of his

bank, which will exchange his coins with new ones so that these
can be finally forwarded. I nci dentally, Ecash converts all
Internet users into potential nerchants: anybody can sell his
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literary production or his services as a consultant wth a
m ni mum of internediation and at | ow cost.

The circulation of Ecash is regulated by ad hoc softwares and
the procedures remain transparent to consunmers and business
people. This concedes the Ecash a great sinplicity of use and,
additionally, it avoids sending bank card nunmbers through the
Internet. Gven the automation due to conputer operation, and
the reduced nunmber of steps for each transaction, Ecash has a

very low cost. Therefore, its use is adequate for dealing with
smal | amounts of noney —from a few cents to a couple of hundred
US dollars. Mor eover, it could be envisaged to deal with
smal | est anmounts, such as a cent fraction. Ecash is very well
suited to sell information quantified by page, or even by
par agr aph.

Specifically, Ecash is potentially anonynous. Di gi cash  has
devel oped an encrypting pattern capable of producing ‘blind
signatures’: the banks deliver their customers the coins, that

do not allow to backtrack the consuners. [See bel ow].

15.2.2. A controversial solution

Ecash is still a controversial issue. For many detractors its
use is as well wunrealistic as dangerous; for the supporters it
is the paynent instrunent of the future, an unavoi dable outcome.
Ecash is a noteworthy case for it raises the question of
anonymty within electronic transactions as a whole. As opposed
to metal and paper currency, bits can be easily copied with

absolute perfection and for any number of tinmes. |In principle,
these bits could I|eave tracks wherever they go through.
Therefore, i f Ecash becones conmon, anybody (nei ghbors,
conpetitors, tax agenci es, evi | doers) could do what some
legislation forbid: to spy into the private life of a citizen
and draw his consumner profile in order to address hi m

systematically personalized advertisenents, etc.

On the other hand, the detractors of anonynous Ecash consider it
a threat to public law and order. They fear that crimnals could
use it to make anonymous transfers, build up a black market, to
| aunder noney or evade taxation. In the case of Digicash, the
sender is anonymous but not the recipient, for the latter has
i nperatively to involve his bank, either to deposit the noney or
to spend it again. Tax evasion is therefore inpossible, and a
bl ack market could only flourish with the conplicity of a bank,
whereas the consunmers can produce receipts to certify their
paynents. According to Digicash, crimnals accepting Ecash could
be identified wth the backtracking help of one of their
consuners.

Ecash is regarded by banks with some kind of distrust. This new
technol ogy could question and |jeopardize the status of the
banks: any new conpany could distribute Ecash and therefore
create noney. Digicash insists that it does not intend to issue
Ecash and prefers to leave it to the banks, but other conpanies
could decide differently. Banks also express their concern due
to anonynity —although no links can be established today between
a bank note retired at the counter and the consuner's identity.
Neverthel ess, the frame of regulations regarding Ecash has yet
to be defined. Central banks and governnments are just beginning
to consider this issue. New laws mght be necessary before
issuing the first cyberdollar. To nmster the use of Ecash, it
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m ght be necessary to undergo an experinmental phase. This | eads
many people to think that its use wll not become generalized
for a long tine.

Ecash obviously displays an irresistible charm although many
guestions are still waiting to be answered. However, Ecash is
too well-suited for online transactions and therefore, it wil
be used one day.

15.2.3. Digicash

Digicash is an Anerican conpany Wwth nmjor operations in
Anst erdam (Netherlands) created by David Chaum a cryptography
expert. Protection of private |ife is Chaunmis credo. He
considers that Ecash inplies to choose a type of society for the
XXI'st century. There are two options: “[...] at one side,
unprecedented surveillance and control of the private life; on

the other side, the warranty of equality between individuals and
organi zations.” This choice “can be done only once,” adds Chaum

Hs fear is to see all kinds of organizations (conpanies,
adm ni strations, governnents, etc.) taking advantage of the
‘backtracking-ability’ of electronic nmeans of paynent, for

nmeddl i ng systematically into the private |life of the citizens.

Hs goal is to give his consuners an elegant electronic paynment
instrunent, as anonynmpbus as a bank note, and not to create the
i deal cash for crimnals or for the ‘underground econony’. Chaum
has devel oped a mathematical nethod for preserving the anonynmity
of Ecash owners, given they are not forced to be identified. His
method allows at the sanme tinme to prove its validity. In other
words, this system guarantees to Ecash owners that the bank
cannot backtrack them unless they accept to be identified.
However, Ecash would remnin under the control of the bank and be
legally integrated into the usual conmmercial patterns. Moreover
the purpose of Chaum is to license to banks the Digicash system
(he owns the patents and rights.) He is not seeking to
substitute the banks and become a currency enmtter, although he
has the technical ability to do so.

Di gi cash Ecash uses ‘coins’ and allows the participation of the
three usual actors: consumers, nmerchants, and banks. These have
to possess the corresponding sofware and be ready to accept this
paynent nodal i ty. Di gi cash uses t he RSA technol ogy for
encryption purposes. Al transaction participants own one and
only one pair of keys. Wwen a Digicash custonmer decides to take
sonme Ecash from his bank account, his Digicash conputer program
sends the bank a code (a random generated nunber) that s
equivalent to a ‘blank coin’. This code is hidden inside a
digital ‘envelope.’ The bank first verifies the account's credit
and decides then to attach its electronic sighature on the

digital envelope (not on the ‘coin'). In this way, the bank
cannot read the code inside. The electronic envel ope acts like a
sort of carbon paper so that the electronic signature wll also

be attached to the protected ‘coin’.

Wth this blind signature as a guaranty seal, the bank gives the
‘coin” a currency value while, at the sanme tine, debiting the
consumer's account. Upon reception of the Ecash by the consuner,
his software renoves the electronic envelope —+n fact, he is the
only one who can do that. Renoving this envelope does not alter
the bank's electronic signature on the ‘coin.’ The owner has now
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anonynous noney that, in case of loss (as caused by a conputer
breakdown) can be reinbursed like traveler's cheques.

User's nang
RSA key
Bank
Ecash
Consuner II
Mer chan
Deposi t
Mer chant' s
Bank
FIGure 15.1. - Digicash transaction system

Figure 15.1. depicts the sinplicity of a purchasing procedure.
When the consuner decides to buy, he sends an order to the
merchant's server which addresses him a request for paynent.
Clicking on the button of +the Digicash interface (a small
wi ndow, open at a screen corner), the consuner can transfer the
required amount. The Digicash consuner software conbines his
‘coins’ to build the exact sum In the next step, the merchant's
software contacts the bank to check that 1) the ‘coins’ are
valid, and 2) these ‘coins’ have not yet been conpensated by a
bank. |If sonebody tries to use the sane ‘coins’ twice, his
identity is revealed. Once the ‘coins’ have been accepted and
transferred, the nerchant can keep them in his virtual wallet or
place them into his bank account.

The sanme nodus operandi is used for transferring noney between
i ndi viduals. Sending Ecash via E-mail is also possible. The bank
checks the validity of each transaction. This is a difference
between Ecash and real cash. From the bank's point of view,
there is another difference: when a consuner draws cash from the
bank, his account is imrediately debited. Wen this consuner
draws Ecash from the bank, the anpunt is recorded under the bank
liabilities, and it returns to the assets when it is placed back
into a bank account.

In October 1994, Digicash launched a full-size test. Digicash

emitted one mllion ‘Cyberbucks’ -playing the role of a bank in
this occasion. In Septenber 1995 nore than a half of this sum
had been drawn. This fictitious currency wunit could not be
exchanged against real currency. However, it was possible to buy

real goods through 70 different merchants agreeing to accept it.
Each volunteer participating in this test got 100 *Cyberbucks’
into his ‘bank’ account. He could store them into his virtual
wall et through a software that could be downloaded free-of-
char ge.

Since Cctober 23, 1995, the Mark Twain Bancshares (an Anerican
bank in St. Louis) issues the Ecash for Digicash. For the tine
being, the bank has set a top Ilimt or US$ 200 to Ecash

9

From Internet, strategic and practical guide for the entreprise (Jean Haguet)
© Reprinted with the authorization of Masson publishing



deposits. The system is currently running under the conditions
descri bed hereabove.

15.2.4. Netcash

Net cash was devel oped by Software Agents Inc. This system does
not use ‘coins’ but vouchers. Custoners acquire these vouchers
from an ad hoc ‘bank’ called Netbank. To do this, they transmt
their credit card nunber via Internet or mail. The vouchers are
actually made of specific codes simlar to the follow ng one:

Net cash US$ 25.00 MB98900Z89032F

For further i nformati on, pl ease contact the follow ng
addr ess:

net bank-i nfo@gents.com

When a nerchant receives a voucher (either by E-mail or through
the Wb) he sends it to Netbank which wll transfer the
corresponding anount to his bank account. These vouchers can be
used only once and cannot be considered a currency. Netbank is,
therefore, not a bank but just a conmpany that proposes vouchers
that can be exchanged agai nst goods.

The min flaw of Netcash is the lack of reliability. The
security device is still not perfect and potential crooks could
fake the vouchers.

15.2.5. Chip cards

Ecash can be stored on a chip that is itself inplanted in a
plastic card, as on a hard disk. Moreover, Digicash does not
exclude this additional possibility. However, the sanme principle
operates differently in the praxis. The chip card needs a
special reader, which can be mounted on parking neters, public
t el ephones, vendi ng nmachi nes, public transportation systens,
computers, etc... Contrary to standard telephone <cards, chip
cards can be reloaded. Wen the |oaded anobunt is exhausted, the
user just inserts the card into a special device and enters both
the data about the corresponding bank account and the new anmount
that he wishes to store into the chip. Furthernore, chip cards
are not limted to certain goods or services but can be used in
mul ti pl e ways.
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Consuner Sends vouchers (purchase

Buys vouchers

Sends vouchers

Net bank Mer chant's b4
Pays to
FIGURE 15.2. - The Netcash transaction system
Nat west (National Westminster Bank - a British bank) together

with British Telecom and Mdland Bank have created the Mondex
consortium Sone Canadian and South Asian banks have |oined
them They aim at developing a type of Ecash based on ‘smart’
cards. Mondex cards accept —for the tinme being — five different
currencies. Users can deposit the Ecash contained in the card
into their accounts or draw Ecash from these accounts to |oad
the chip. The chip keeps trace of every transaction recording
the name of each beneficiary. However, the data stored in the
chip is cyphered. Thieves could spend the nopbney contained in the
card, but could not reload it, nor could they access the bank
information related to the genuine card owner. Mndex Ecash is
anonynous. Therefore, the risk of loss is limted to the ampunt
carried within the chip card, as happens for cash. A full-scale
test was launched in July 1995 in Swindon, U K. . This experience
i nvol ves 40,000 consuners and 1,000 nerchants.

On the Internet, Mondex can operate in a simlar way as
Di gicash. One difference is that Mndex needs a specific device
connected to the conputer instead of the Digicash software. This
new peripheral behaves as a sort of virtual wallet. To nmke a
purchase through the Internet, users insert their cards into the
device to order (through the interface software provided with
the device) the transfer of nmoney from the chip card to the
merchant's conputer. This device can also play the role of a
personal teller mchine, at home or in the office. The wuser
inserts his card and can either draw Ecash from his account or
make a deposit.

15.3. THE DI RECT LI NK CONSUMER- MERCHANT

Some paynent systens altogether advocate the online transm ssion
of bank information and protect this, of course, by a fool proof
array of measures. The <core of these systens consists of
encrypting procedures for sensitive information, notably bank
card nunbers.
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15.3.1. Reproducing a standard purchase

These paynent systems aim at transferring the wusual operations
of a purchase to Internet. Oher as with Ecash, consuners do not
use any form of cash, but <credit <cards or direct account
withdrawals. The consunmer reports to the nmerchant his credit
card nunber or his bank account. The nerchant then obtains the
transfer from the consunmer's bank, and delivers the goods. One
mai n advantage of this procedure is the creation of a direct
link between consuners and nerchants that avoids the use of
i ntermedi ari es.

Nevert hel ess, this procedure carries the danger that the
consuner's bank information is exposed on the network. A hacker
could possibly set up a program that systematically captures all
data looking —for exanple — like a bank card nunmber. This
information is of course encrypted. However, a private code of
the exporting version of Netscape's browser was recently broken,
which shows that even sophisticated systens have their weak
poi nts. On the other hand, t he US Government applies
restrictions to the exportation of encrypting software, so that
the version nentioned above used 40 bits traditional encryption
(instead of the customary 56 bits in USA).

15.3. 2. Secure Wb (SSL and S-HTTP)
Secure Web is a kit of tools that allows to integrate two

security protocols within the transactions: SSL (Secure Sockets
Layer) and S-HTTP (Secure HTTP?). These two protocols — appearing

first as conpetitors — are technically conplenmentary. SSL was
set up by Netscape Communication Corp. in collaboration with
Mast er Car d, Bank of Anerica, MCI and Silicon G aphics. It

secures the transactions bet ween Net scape Navi gat or (the
browser) and Netsite Server (the server software sold by the
conpany). S-HTTP is the result of a collaboration between Terisa
Systems consortium (established by RSA) and Conpany Integration
Technologies (EIT), and it has been joined by Anmerica Online,
ConmpuSer ve, Prodigy and |BM S-HTTP is being pronmoted by
Conmmer ceNet (another consortium created by EIT) whose role is to
encourage comerce over the Internet.

Actually, these two protocols can be conbined. S-HTTP is only
used for Wb transactions. SSL acts on a higher software | ayer,
so that it can be applied to several protocols, such as Gopher,
FTP, Telnet, HITP and even S-HITP. S-HTTP can be considered an
extension of HITP that protects the documents. SSL does not only
protect the docunent but also the data transnission channels.
Yet, to go through the channel both the start and the endpoint
shall conply with the sanme proprietary norms. SSL works only
with Netscape Navigator, at one end, and Netsite Server at the
ot her. However, S-HTTP is conpatible with any software.

As it becanme obvious that both protocols were conplenentary,
Net scape joined Terisa to create Secure Wb. Wth this tool kit,
merchants can accept transactions using either protocol (anyhow,
merchants are interested in using all possible paynment systens,
to keep the ability to sell to a maxinum number of consuners).
This transaction nodel excludes intermediaries. Custoners and
nmerchants rely on technology to authenticate each other, encrypt

2 HTTP - HyperText Transfer Protocol is the protocol used to transfer data within the WWW (World Wide
Web, or simply Web).
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the critical transaction data, ensure its integrity, and confirm
the paynent. The transaction procedure is therefore very sinple,
as shown in figure 15.3.

Credit card nunber

Consumner >
Mer chan
Confirmation [
Clearil
Merchant's bgn
FIGURE 15.3. - Secure Wb transaction system ( SSL and S-HITP)

SSL uses an RSA encrypting engine. Data is cyphered and
authenticated by electronic signatures. Wen a consuner using
Net scape browser neets a Netsite, the browser gives him two
signals: a small key, at the left bottom corner of the screen
(in all other cases, this key appears as broken) and a blue |ine
at the top of the display w ndow (below the URL field). The
consumer is then supposed to enter his bank account information
safely. S-HITP supporters claim this system is safer than SSL.
There is still no evidence for this: contrary to SSL, S HTTP was
not on the market at the time this was witten.

15.3.3. Visa and MasterCard

After sonme isolated attenpts, MasterCard and Visa have decided
to work together and encourage the use of credit cards within
Internet. Al over the world, MasterCard and Visa have 300 and
442 mllion card users, respectively. Both conpetitors have been
joined by prom nent partners, such as GIE, M crosoft, | BM
Net scape, SAIC, Terisa Systens, and Verisign. Together, they
have set up a conmmon norm called SET (Secure Electronic
Transaction) ainmed at securing credit card transactions conveyed
on open networks like Internet. The specifications were
published via Internet in February 1996. Tests were previewed
for the Spring 1996 and the product should come to the nmarket
during the last quarter of 1996.

Visa et MsterCard had to consider two facts: first, Internet
navigators are afraid of sending their bank or credit card data
even if these are encrypted; second, Visa and MasterCard have to
pronmote a broader use of their cards for Internet transactions.
They have found a sinple solution and that is to replace the
credit card nunber with a digital certificate based on
asymmetric RSA encryption. Thus, the nerchant can sinultaneously
aut henticate the consuner and be sure of his solvency. They
sel ected VisaNet authentication system

Custoners get their keys wusing a specific program integrated
into the Net browser. Wthin this program the customer enters
a credit card nunmber and the program creates a file that has to
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be forwarded to Visa (or MasterCard). This conmpany sends back a
digital certificate containing a key which wll be definitely
enbodied into the consunmer's program For every transaction, the
consunmer asks the program to send the key to the nmerchant who in
turn asks the custoner's bank for authentication. The paynment
occurs then in the wusual way. Merchants and banks nust equip
themselves with the necessary software tools. The goal is that
the SET norm beconmes as popular as the credit cards thensel ves.
The only way for a hacker to perpetrate a fraud is to get either
the consuner's credit card nunmber or to steal his conputer.

In principle, the transaction happens in the same conditions as
with the SSL and S-HITP protocols. Besides, Netscape has decided
to integrate this program into his own browser. Furthernore,
Master Card envisages nmking nandatory the use of this program
with one of its cards. Certification authorized agents wll be
the only ones enpowered to attribute digital certificates.

15. 4. | NTERMEDI ATl ON

Ecash is not ready yet, and credit card nunmbers should not be
transmtted over the network. Furthernore, bank cards are not
adequate for paying small amounts, for they entail considerable
expenses. Finding other solutions is therefore necessary. New
conpani es have appeared to propose new paynent systens adapted
to open networks Ilike Internet. Al these systens require the
presence of an internediary between the consumer and the
mer chant . They are consi der ed t oday t he nost secure.
Furt her nor e, the expertise and services of fered by
i nt ermedi ati ng conpani es ease t he managenent of online
transacti ons.

15.4.1. A conplex internediation

Speaking of i ntermedi ation is possible when consuners or
merchants have to open an account in a specialized conpany
before buying or selling. However, this definition 1is not
accurate enough. |Internet Shopping Network (ISN), for instance,
asks its consunmers to reveal their credit card nunbers only the
first tinme. |ISN then exchanges this nunber for a personal code
which the consuner will use for future purchases, instead of the
credit card. Yet, |SN cannot be considered an internediary. Real

internediaries such as First Virtual or Gobe |IDM™ use an
anal ogous procedure but on behalf of another party (nmerchants).
Most inportant, they play a nuch anpler role. Internediation in
the Internet actually consists of:

- managi ng identifiers,

- ensuring participants identity and data integrity,
- proposing a secure paynent system

- acting as interface to the banking system and

- bringing a range of value-added services.

Identifiers supplied by internediaries do not give access to a
virtual mall (as with ISN) but to a paynment system Consumers
wanting to use First Virtual services, for instance, open an
account with this conpany which takes note of the credit card
number and provides them with an identifier. From then on the
consumer can purchase in any virtual shop subscribing to First
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Virtual paynment system Merchants identify their consuners wth
their personal codes. However, the internediary's role goes even

further. It allows consuners and nerchants to identify each
other; it confirns the transaction; it proposes an encrypting
system to protect the transaction's sensitive data; it may
provide a specific software to nanagt the payment system it can
operate all transfers to the banks or conpensation centers; it
can file the transaction records to keep docunentary evidence
and issue account statements to the nmerchants, etc... The range

of services varies from one internediary to the other.

15.4.2. Open Market

Open Market, a conpany based in Canbridge (Massachusetts),
presents a gl obal of fer. This conpany ains to offer all
necessary tools for doing business through the Internet. First,
Open Market provides the software and services required to

create a virtual shop. Anot her pr ogram called Commerce
Connection, allows to converse confidentially wth the Open
Mar ket payment system (Integrated Commerce Service). Thi s
service ensures the security of the transactions, proposes
adequate paynent mechani sms, and also offers a consuner
managenent service (e.g., aut omat ed consuners' assi stance

service, help for managing queries, etc.).

The Open WMarket paynent system has been designed to accept any
kind of security operation, including: S-HITP protocol, various
aut henticati on procedur es (from passwor ds to el ectronic
signatures), procedures for entitling transactions (depending on
lists of authorized consunmers or the agreenment of the consuner's

bank) , audi ting services (recording t he events), and
‘“fingerprints’ to mark docunents avoiding its unauthorized
circul ation. Merchants have the possibility to adapt t he
security level, according to the anmpunt of the transaction.

This paynent system conplies with all types of servers, any
anmount of noney (from one cent to thousands of US dollars), and
any paynent standard (debit cards, credit cards, account
withdrawals, etc...). It also allows to sell goods of nultiple
formats: either physical goods or information (charged by

guantity or by subscription). Open Market accepts paynents in
foreign currency, owed services, or frequent flyer mles.

| dentifier
Consumer's nane

Credit card

Consurrer

Confirmation

| dentifie

Cl earing
= "

Banki ng syst 4
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FIGURE 15.4. - Open Market transaction system

Consuners open a unique account which is used for all purchases
made on shops equipped wth a Commerce Connection server
software. Their bank data can be transnmitted either online, or

by telephone or fax. They can decide about top Ilinmts for
expenditures, or define sone privileges affecting the goods’
prices (e.g., subscriptions, nenbership to clubs etc.). Wen a

consunmer nakes a purchase through a virtual shop server using
Comrerce Connection, he transmits his identifier (related to a
credit card). The Open Mrket server performs the paynent upon
due verification. The credit card validation is a real tinme
procedure. Subsequently, it confirms the transaction to both the
consuner and the nmerchant. Merchants never get information about
the consuner's credit card. At the paynent level, this is the
nost sinple form of internediation.

15.4.3. Cybercash

Cybercash is an even nore interesting solution whose future will

depend on the endorsenment it wll deserve from the banks. This
company based in Reston (Virginia) near Washington, D.C, was
created by Bill MIlton (who founded Verifone, a system for
verifying credit cards at the selling points) and Dan Lynch (who
f ounded I nt er op, t he gr eat est pr of essi onal i nternational
exhibition for conputer networking and integration). Cybercash
associates a remarkable group: Trusted Information Systens
(TIS), software provider (gate keepers, anong others), EIT, RSA
etc., wthout nentioning the partnership wth WIIls Fargo.

Cybercash is operational since 1995.

Consuners receive a free software, which allows them to connect
directly to Cybercash servers linked to the banking network.
These servers are secured for ensuring the inmperneability
bet ween the banking network and the Internet. First, a consuner
uses the software to enter data about one or nore credit cards
into the Cybercash server. The data wll travel only once
through the Internet. During this operation, the consumer
defines a ‘Persona’ which enconpasses an identifier and a
password. The nerchant should be able to accept credit card
paynments. Cybercash does not help nerchants to create virtual
shops. Most i mportantly, the nmerchant's bank nust accept
requests coning from Cybercash.

Once the conmputer is connected to a virtual shop wusing the
Cybercash system the consuner signals the nmerchant hi s
intention to buy. The nerchant sends back a request for paynent

(see picture 15.5). The consumer transnmits the recorded Persona
to the nmerchant, selects one bank card registered at Cybercash
and clicks on the button |abeled ‘Pay.’ The nerchant adds his
own data to this nessage and forwards it all to the Cybercash

paynent server. This server validates this transaction or not
and processes the links with the banks or conpensation centers.
In case of approval, the transaction 1is confirmed to the
merchant who concludes the deal with the consuner. The paynent
occurs automatically and the whole operation requires no nore
than a minute after pressing the ‘Pay’ button. According to
Cybercash, the noney is generally available the day after the
transaction on the nmerchant’s account.
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FIGURE 15.5. - Cybercash transaction system

Cybercash data carried on the Internet 1is very efficiently
encrypted: 56 bit DES (Data Encryption Standard) traditional
encryption, wth 768 bit long RSA keys. Electronic signatures
use the MD5 technology and 768 bit |ong RSA keys. Merchants also
receive a free Cybercash software that al | ows them to
i nst ant aneously obtain the authorization for debiting the bank
cards, handle the transactions and interact with their banks.
This has an anonynous character for no nerchant knows the
consuner's credit card nunmber (except if the bank inposes this
condi tion). Cybercash servers deal only with information
referred to paynents and not wth the transaction objects.
Furthernore, only the banks decide about transferring funds,
Cybercash plays only an internmediary's role.

At the end of 1995, Cybercash |aunched Money Paynents Service, a
service that allows transferring noney via E-mil between two
i ndividuals even if only one of them owns a Cybercash account.
This service corresponds to a transfer from account to account
and does not relay on the use of bank cards. Mer chant s, of
course, can also take advantage of this service. This ains at a
double target: to foster commerce with nerchants not possessing
a Cybercash software and to give the nmerchant the possibility of
being paid in cash instead of a credit card. In addition, a M ni

Paynments service will introduce a sort of Ecash consisting of a
virtual -wallet filled with ‘coins’ in Digicash style. Merchants
could sell information for very small anounts. Al | egedl y,

Cybercash is entitled to obtain interests from the deposits in
these virtual wallets.

17
From Internet, strategic and practical guide for the entreprise (Jean Haguet)
© Reprinted with the authorization of Masson publishing



15.4.4. First Virtual

First Virtual probably proposes the npbst clever solution. |Its
system conbines sinplicity of nmeans with optimal security. This
conpany is based in Washington, D.C.; it associates a business
man and three Internet gur us. Lee Stein, a |lawer and
accountant, is a consultant for Hollywood-based conpanies; he is
First Vi rtual CEQ. Mar shal | Rose, an expert in net wor k
managenent, is the coordinator. Nathaniel Borenstein, the nmain
author of the MM protocol that allows to send binary files via
E-mail, manages the technical aspects. Einar Steferud, E-mail
expert, is in charge of research and devel opnent. The group has

built alliances wth powerful partners. First USA Bank deals
with transactions entailing the use of credit cards. Northern
Trust (another bank) takes care of bank account wthdrawals. EDS
(nmore precise, its Bank Card Processing Division) nanages the
financial data and is in charge of conpensations. Sonme big
names, such as Reuters or Apple have chosen First Virtual to
mar ket their products.

First Vi rtual has t he particularity of usi ng nei t her
cryptography nor software. This sinplicity is one of its
strengths. How does this mracle happen? As in any other
i nternmedi ati on system consunmers nust first open an account with
the intermediary. First Virtual has set up a vocal server.
Consuners transnmt by telephone their bank card nunber and
i mmedi ately receive an identifier. Merchants also have to open
an account linked to a bank account. All the sensitive data are
stored into a stand alone conmputer, isolated from the Internet.
EDS controls this conmputer from Chio and it is the only one
having access to the bank card nunbers. These nunbers are never
accessible from the Internet.

Transactions go over the E-mail and essentially consist of the
nmutual authentication of both parties before proceeding to a
paynent. Figure 15.6 summarizes the procedure. Wen a custoner
wants to buy, he transmits the nerchant his nane and his

identifier. The nmerchant requests the authenticity of this
information, sending the data to First Virtual that checks if
the consunmer has an account. First Virtual then sends the

consumer a nmessage 1) to inform him that he is facing an
aut horized nerchant, and 2) to ask him to confirm his order

(through a nessage displaying the options: yes, no or fraud). In
this way, the internediation enables a nutual (consuner -
merchant) authentication. First Virtual initiates the paynment
procedur e, once the custoner has confirmed the order. The

merchant obtains next a confirmation of the transaction. To ease
the flow of all these data going back and forth, messages com ng
from First Virtual display on the screen (in the ‘Subject’ zone)
a unique identifier for each confirmation request. First Virtual
debits the bank account of a customer when the expenditure
amounts nore than US $ 10 (accunulated or not). Therefore,
transactions remain within a fair cost range.
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FIGURE 15.6. - First Virtual transaction system

Hackers intercepting a nessage cannot msuse the identifiers.
The only way to relate an identifier to a credit card nunber is

to have access to the conputer holding all sensitive data. In
other words, the hacker wuld have to comit a burglary.
Somebody trying to use others' identifiers cannot go too far,
because the legitimte customer wll refuse to acknow edge the

transaction when First Virtual asks for confirmation. That the
custonmer has to confirm each order nmkes up the systenis core.

First Virtual follows a « try before buying » policy. However,
this involves an additional risk. Consuners can read a docunent
(or part of it) before buying it (a practice simlar to that of
shareware software). Some consunmers could take advantage of this
possibility and get the docunments wthout paying for it.
However, First Virtual watches all accounts, and would recognize
a msuse very soon, therefore closing the corresponding account.
Opening a new account using the same credit card is, of course,
not possible. Regarding the possibility of photocopying duly

purchased docunents, the problem is the same as outside
Internet. Consuners refusing to settle their credit card bills
will have their accounts closed. The conpany issuing the card
will probably invalidate the card.

From a legal point of view, consumers have to accept that a
message confirmng a purchase is a contract. At the sane tine,
the confirmation nessages transnmitted by the nerchant stand for
a proof of purchase. This is a condition they have to accept if
they wish to use the system Beyond this, all parties are free
to use any form of encryption.

Custoners have to disburse two US dollars for opening an
account. For Merchants there are three types of charges:

- US$ 10 dollars upon the opening of an account,

- US$ 0.29 plus 2% of the transaction anpbunt (for each
transaction), and

- One US dollar for operation expenses (for each paynent).

Before gathering these returns, First Virtual waits until banks
and associates collect their gain. This is logical since it does
not own the circulating noney. First Virtual is therefore, the
last to gather its profit. On their side, nerchants can freely
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set their prices. As for the consuners, they can remain
anonynmous if they decide to. Anyway, the mutual authentication
procedures assure to all partners that no inpostor is hiding
behind an offer.

The First Virtual system shows some unbecom ng features. It is
not adequate for dealing with physical goods, but it is intended
for selling information. Moreover, First Virtual encourages all

users to become nerchants, so they can sell specialized
publ i cati ons, al | kind of guidebooks, poetry, pr of essi onal
advice, etc... First Virtual proposes a virtual shop, called

I nf ohaus, where users can rent a space. By the way, transactions
do not happen in real time. The flow of nmessages needed for the
transaction takes some tinme (often up to 24 hours). Although
merchants can automate the interchange of mnessages, consunmers
have no neans to do so. They have to give specific answers.

15.4.5. G obe |IDM™

The best paynment system on the Internet is French after all. At
|l east, Gobe IDMis the npst anbitious and nost conplex option
and simultaneously, one of the closest to everyday praxis. The
future will tell if it prevails as expected.

d obe |ID™ paynment system was set up by GC Tech (managed by
Gérard Dahan) in collaboration with Edelweb (a service conpany
established by a group of former INRIA researchers). GC Tech
proceeds from Seppia (CD Rom conception), Wildo S. A (financial
advice), and BPA (created by fornmer INRIA researchers, nanely
Philippe Brun and Paul - André Pays). dobe IDMis the system used
by @ obe Online, a virtual mall conprising nore than 30 French
i nvestors: La Tribune Desfossés (Louis Vuiton Mét Henessy), Le
Monde, Li bération, Dafsa, Conpagni e Bancaire, Encycl opaedi a
Uni versalis, Euro RSCG and La Centrale des Particuliers, anong
others. The pilot server was |aunched on Septenmber 25, 1996 but
the main operation was to start during the third quarter of 1996
when the G obe ID™ paynment system is fully operational.

Transactions are totally transparent, thus the consumer has the
sense of directly dealing with the nmerchant. In fact, Gobe |IDM™
is the unavoidable internediary, the system s turntable. It uses

a specific transaction nodel: the Certification in the Mddle
Transaction Mdel (CMIM. It is the only one, together with Open
Mar ket , that avoids a direct contact between consunmers and
merchants. Figure 15.7 describes how G obe |D™ intervenes at

every step of the transaction.

G obe ID™ relays on the use of electronic wallets called PW
(porte-nmonnaies virtuels), consisting of a previous anmount
deposited by the custoner. This deposit is debited each tinme the
consunmer nakes a purchase. Aside from Ecash, two techniques
allow debiting small amunts of nmoney, wth a mninum of
expenses: 1) small anpbunts may be added on until reaching a pre-
established threshold before being debited (as in the technol ogy
used by First Virtual), 2) any anount any be immediately debited
from the consuner's account. The second is the technique adopted
by d obe ID™

Before opening a PMW, the custoner downloads a free software.
This software shall be wi dely distributed anong consuners and
merchants to ensure the success of G obe ID™ and G obe Online.
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The opening of the PW itself is also free-of-charge. This can
be done instantly online. In this case, the custoner's bank data
is encrypted (using RSA technology) and transmtted via the
Internet. However, consunmers that do not trust this kind of
transm ssion can use the telephone or mail. A PW is related to
one or nore bank cards. The consumer has the possibility to
personalize the bank <cards assigning them nanes to avoid
confusion. Special techniques ensure that each card corresponds
to a single person. For each created PMV (a consuner can have
nore than one), the consumer receives a virtual wallet nunber
and a confidential code.

Consuners can pay in tw different ways: using the card for big
anmobunts or having their accounts debited for small anpbunts. Upon
opening a PM the consumer acconplishes two operations: he
transmts his bank card number and other necessary data and
transfers a sum to his PW (less than US$ 100). Actually, the
consuner has the <choice anmpbng three nodalities of paynent
dependi ng on the anmobunt of his expenditure:

- less than US$ 20 : PMW will be debited,

- from US$ 20 to US$ 100 : PMV or bank card can be chosen,
and

- nore than US$ 100 : bank card will be used.

Thanks to the provided software, the custoner is always aware of
the status of his PM account so that he can deposit new suns
whenever he wishes to. He can also withdraw a part of or all his
nmoney from his PW. This anount is actually a blocked account at
t he Conpagni e Bancaire which cannot charge its services to this
account. On the other hand PMWs may be created within a conpany.
A certain anopunt could be nmade available to duly authorized
enmpl oyees.

A consuner equipped with a PW can ‘wander’ along virtual malls.
When he finds an interesting item he wuld like to acquire, he
clicks on its inmage. If he expresses his decision to buy, G obe
ID™ confirms to him the exact nature of the selected article,
its origin (the merchant) and its price. The merchant is thus
aut henticated. The consuner w shing to buy transmits his PW
nunber and confidenti al code. Ther ef or e, he is al so
aut henti cat ed. Hi s PW is immediately debited with the
transaction sum Gobe ID™ instantly processes the transaction
with the banking network. Subsequently, it remts the nerchant
a fixed percentage (80% to 95% of the bill, depending on the
type of items sold. The nmargin is then shared between d obe
Online, if any, dobe ID™and GC Tech.

Informati on purchased this way are available for the consuner
during two days.

http://ww. gl obeonline. fr
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FIGURE 15.7. - dobe ID transaction system
G obe IDM (as G obe Online) has worldw de anbitions: it deals
with all currencies and credit cards. Independently of his

residence or nationality, the consumer can choose the currency
for his PMWV (virtual wallet). G obe |ID™ updates its currency
exchange board every six hours. During this period such board is
used as a reference for currency conpensation.

The Conpagni e Bancaire pronises an interesting exchange rate. On
its side, Gobe Online uses 5 |anguages : French, Engl i sh,
Ger man, Spani sh, and Japanese. The virtual mal | shal | be
extended to Europe and North Anerica. Contacts have been engaged
in Brazil and Japan.

Merchants can freely decide about their narketing strategy and
prices. They can even set different prices for the sane good,
depending on the consumer's residence. For exanple, a perfune
can be billed to different prices to French and to Japanese in
order to conmply with market conditions. The account statenent,
evidencing the transactions are transmtted to the Merchants via
EDI (Edifact norm if they wish to. Besides, Conpagnie Bancaire
is comritted to handle 25 transactions simultaneously per second
(meaning 0.4 seconds per transaction).

Essentially, Gobe ID™ plays a role that reaches further than
being an intermediary for the payment procedure: it brings
val ue- added servi ces. At t he system s core relies t he
certification of t he transacti on. For this pur pose,
aut henticating t he participants is nor e i nport ant t han
encrypting the transmtted data. Moreover, G obe |ID™ nakes sure
that the participants are willing to acconplish the transaction.
It also takes care of data integrity and its non-repudiability
(participants cannot deny the transmtted data since it cannot

be nmodified after bei ng sent). Only after these control
procedures, the dobe ID operates the paynment in relation with
Conpagni e Bancaire. But its role goes even further: it files
every transaction and keeps these files available to the
participants. Therefore, it can produce documentary evidence in
case of litigation between consuners and merchants.
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15.4.6. Netbill

Last but not l|east, there is an experinental system proposed by
the Carnegie-Mellon University of Pittsburgh, Pennsylvania (the
sane university that developed the Lycos search engine). This
nodel allows the transfer of small anmounts for dealing wth
information (digital goods), but its real aim is to guarantee
that the consuners should not be able to use the acquired
products until the paynent is acconplished. They cannot read the
docunent without paying for it, as it can happen wth First
Virtual. To achieve this goal this system nakes use of virtual-
wal l ets that the consuner feeds from a bank or a credit card.
Netbill wmintains a server for paynments which is linked to the
exi sting financing institutions.

To start with, consuners and Merchants have to open an account

with Netbill. The system uses a transaction protocol that allows
the dialog between two software libraries: the custonmer's
‘ chequebook’ and the merchant's ‘cash register’. These libraries

hold all rules and procedures necessary for a transaction. They
are integrated in tw softwares, one for the consumer and one
for the nmerchant. Both programs run within the Wb environnent.

The diagram below (Figure 15.8.) shows that the first contacts
are established between the consumer and the nerchant. Wen the
consunmer chooses an item he requests a bid. The nmerchant sends
him his bid, and the consuner orders the item if he agrees. The
merchant then sends him an encrypted version of the item so
that it cannot be used wi thout the corresponding key. Next, the
consunmer sends the nmerchant a formal paynent order that engages
him to acconplish the transaction. The nerchant forwards this

paynment order to the Netbill server which achieves the paynent,
charging the consumer's account and crediting the merchant's
account. Next, it sends a confirmation to the nmerchant, so that

this can finally send the consumer the key giving access to the
acquired item

" Checkbook"

"Cash register
Bank Bank

Credit Card

Légende

Requires a bi
Sends a bid
Purchase orde

E Sends encryptj
item
Paynent order

Consuner

[6] order + Bill
Verifies

char ges/ depog

Confirmation
+ key

Net bi | | Banki ng Syst ¢m

FIGURE 15.8. - Netbill transaction system

The systematic encryption of all data during the whole process
ensures the security of the transaction. This system enbodies a
certain nunber of refinenments such as the price discrimnation
dependi ng on some privileges (member ship to a cl ub,
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subscriptions, purchase of large quantities, price-time |inkage
etc.). The amount indicated in the paynment order (step [5]), as
calculated by the consunmer's ‘chequebook’ nust match the one

calculated by the nerchant's ‘cash register’, otherwise the
merchant recovers the item or the transaction is cancelled.
Nevert hel ess, t he Net bi | | server keeps control of t he
transaction and decides about its further developnent. The
nurber of data interchange operations could weaken the procedure
so that t echni cal troubles m ght bot her the transaction.

However, the system is conceived in such a way that it can
al ways ensure the transaction consistency. Furthernore, Netbill
provi des accounting tools to nmnage the accounts of consuners
and merchants. Margin costs are very low, due to the high degree
of automation, the reduced financial <charges (thanks to the
money advanced by consuners and nerchants when opening the
accounts), the certification of itens delivery (reducing the
possibility of litigation), etc...

15. 5. SUMMVARY

Several technical solutions are nore or less ready for action,
and several paynment systems wll rmake a breakthrough in the
com ng years. Although appearing in a broad variety, they do not
al ways conpete against each other. Custonmers and Merchants can
use several paynment systens, as they do in the conventional
mar ket. However, one thing can be said with certainty: thanks to

t hese systens, Internet commerce can only develop from now on.
The remmining obstacles wll be overcone and the market will
adapt to the non-tangible constraints. One of the long-term
ef fects of this devel opnent will be t he i ncreasingly
gl obalization of transactions. Internet, the world network,

leads to a world market, and this fact should be taken into
account when defining any conpany strategy.
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